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1) What is BASH and when do I use it?

Agenda

3) Workshop: Installing Python and Java

4) Workshop: Process each line in file

5) Workshop: Using Admin Scripts Framework

6) Admin Scripts Framework Demo: disk-management
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2) Workshop: Generate ssh keys



What is a Unix Shell?

A Unix shell is a command-line interpreter or
shell that provides a command line user
interface for Unix-like operating systems. The 
shell is both an interactive command language
and a scripting language, and is used by the
operating system to control the execution of
the system using shell scripts.
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https://en.wikipedia.org/wiki/Unix_shell

The Bourne shell, sh, was a new Unix shell by
Stephen Bourne at Bell Labs. Distributed as the
shell for UNIX Version 7 in 1979, it introduced
the rest of the basic features considered
common to all the Unix shells, including here
documents, command substitution, more
generic variables and more extensive builtin
control structures.

https://en.wikipedia.org/wiki/Unix_shell


What is BASH?

GNU Bash or simply Bash is a Unix shell and command language written by Brian Fox for the GNU 
Project as a free software replacement for the Bourne shell. First released in 1989, it has been used as
the default login shell for most Linux distributions and all releases of Apple's macOS prior to macOS
Catalina. A version is also available for Windows 10 via the Windows Subsystem for Linux. It is also the
default user shell in Solaris 11.
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https://en.wikipedia.org/wiki/Bash_(Unix_shell)

Bash is a command processor that typically runs in a text window where the user types commands that
cause actions. Bash can also read and execute commands from a file, called a shell script. Like all Unix 
shells, it supports filename globbing (wildcard matching), piping, here documents, command
substitution, variables, and control structures for condition-testing and iteration. The keywords, syntax, 
dynamically scoped variables and other basic features of the language are all copied from sh. Other 
features, e.g., history, are copied from csh and ksh. Bash is a POSIX-compliant shell, but with a number
of extensions.

The shell's name is an acronym for Bourne Again Shell, a pun on the name of the Bourne shell that it
replaces and the notion of being "born again".

https://en.wikipedia.org/wiki/Bash_(Unix_shell)


When do I use BASH?

§ Control the execution of the system

§ OS oriented Admin Tasks

§ Needs “helper tools“ like grep, awk, sed, 
head, tail, find, …

§ Porting and reusability is challenging

§ Known by most of Unix Admins

§ OCI CLI can be used (slow)

§ Control the execution of an Application

§ App oriented Admin Tasks

§ Everything inside the scripting language

§ Porting and reusability is easier (version
specific)

§ Known by Developers

§ Easy to use OCI Python SDK (fast)
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BASH Python / Java / …



Example: Auto-Install

- Complex setup of different applications

- Repetitive activities

- Activities that build on one another

- Review of the requirements

- Check whether previous activity has been
carried out correctly

- Automation and avoidance of unnecessary
interactions

- Reproducible and reliable results
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bash Cookbook, 2nd Edition

- https://learning.oreilly.com/library/view/bash-cookbook-2nd/9781491975329/
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- Google is your friend!
-Example: Look for „bash while“

- All script examples and this PPT can be found here:
-https://standby.cloud/download/training/bash/

https://learning.oreilly.com/library/view/bash-cookbook-2nd/9781491975329/
https://standby.cloud/download/training/bash/


Workshop

1) Generate ssh keys
2) Installing Python and Java
3) Process each line in file
4) Using Admin Scripts Framework
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Generate all needed keys for Cloud

- Web UI: https://standby.cloud/ssh-keygen/

- Source Code: https://standby.cloud/ssh-keygen/createkeys

- API Usage:
-Setting environment variables:

username="opc"
passphrase="mysecret"

-Printing environment variables:
echo $username
printf "Username: %s\n" "$username"

-Get the keys:
curl -L -s "https://standby.cloud/ssh-keygen/keygen.pl?\
username=${username}&passphrase=${passphrase}" -o ${username}.zip
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1) Generate ssh keys

https://standby.cloud/ssh-keygen/
https://standby.cloud/ssh-keygen/createkeys


One-Off Install (Oracle Linux on OCI)

- Choose an Editor (syntax highlighting, setting break-points availabilities preferred)

- Create a file „install-tools“ and make it executable (chmod 755)

sudo yum –y install python3 python3-libs python3-setuptools python3-pip

sudo yum –y install java-1.8.0-openjdk

- Execute „./install-tools“

- We are done.
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2) Installing Python and Java



Tricks with BASH (1)

- Create a first line starting with #! and the interpreter to use (Shebang or Hash-Bang)

#!/bin/bash

- If you are not shure where your interpreter is installed, you can use „env“

#!/bin/env tcsh

- Best practice is to set a default PATH to ensure that used tools are found

PATH="/usr/local/sbin:/usr/local/bin:/usr/gnu/bin:/sbin:/bin:/usr/sbin:/usr/bin"

- We could check if tools are in PATH with „which“

yum=`which "yum" 2>/dev/null`

- Exitcodes can be used to check if operation was successful

stat=$?
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2) Installing Python and Java



Check if we need to install tools and if installation was successful
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example1

2) Installing Python and Java



Download examples
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curl -s https://standby.cloud/download/training/bash/example1 -o example1

2) Installing Python and Java

chmod 755 example1

Repeat this 6 times (replacing example1 with exampleX) where X is the
number of repetitions.

Alternatively, you can also load the examples via browser:
https://standby.cloud/download/training/bash/

https://standby.cloud/download/training/bash/


Using a function
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example2

2) Installing Python and Java



Tricks with BASH (2)

- OS can be checked by using „uname“

os=`uname -s`
- User can be checked by using „whoami“

user=`whoami`

- Script parameter can be checked by using ${0}.. ${x}

script=${0}
param=${1}
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2) Installing Python and Java



More checks
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example3

2) Installing Python and Java



List all users in /etc/passwd

- /etc/password contains all users in system

- Items are seperated by colon e.g.

jsmith:x:1001:1000:Joe Smith,Room 1007,(234)555-8910,(234)555-0044,email:/home/jsmith:/bin/sh
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3) Process each line in file



List all users in /etc/passwd
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example4

3) Process each line in file



Display infos for all items in $HOME and /usr/local/bin

- List all items in User Home Dirctory and /usr/local/bin and write them to a temporary file

- Check filetypes for all items in temporary file
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3) Process each line in file



Display infos for all items in $HOME and /usr/local/bin
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example5

3) Process each line in file



What is „Admin Scripts Framework“?

- Set of helpful scripts which can be used and modified without any license costs

- Licensed under the Universal Permissive License v 1.0 as shown at 
https://oss.oracle.com/licenses/upl/

- Maintained and updated (limited support)

- Mainly based on BASH (other scripting languages may also been used)

- Integrated with Cloud Tools like OCI CLI, PSM, OPC, RCLONE and others

- Full source code available

- All scripts and tools can be downloaded or pre-checked here:
-https://standby.cloud/download/

© 2020 Oracle21

4) Using Admin Scripts Framework

https://standby.cloud/download/


Installing Admin Scripts Framework

- If „sudo“ is available (Scripts are installed in /usr/local/bin):

curl --silent https://standby.cloud/download/latest/install-scripts | sudo bash

- In OCI Shell (no „sudo“ – Scripts are installed in $HOME/.local/bin):

curl --silent https://standby.cloud/download/latest/install-scripts | bash

- To update the scripts or to install or update Java / Python3 and other helpful tools and update 
the OS (optional) after installation of Framework:

setup-tools update
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4) Using Admin Scripts Framework



Helper Scripts: errormsg
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4) Using Admin Scripts Framework



Helper Scripts: check-sudo
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4) Using Admin Scripts Framework



Helper Scripts: filecheck
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4) Using Admin Scripts Framework



Helper Scripts: confirm
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4) Using Admin Scripts Framework



Helper Scripts: get-ip
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4) Using Admin Scripts Framework



Helper Scripts: check-port
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4) Using Admin Scripts Framework



Helper Scripts: get-platform
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4) Using Admin Scripts Framework



Helper Scripts: get-cloud
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4) Using Admin Scripts Framework



Putting it all together (1)
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4) Using Admin Scripts Framework



Putting it all together (2)
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4) Using Admin Scripts Framework



Putting it all together (3)
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4) Using Admin Scripts Framework



Putting it all together (4)
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4) Using Admin Scripts Framework



Admin Script Framework - Demo

1) Script: disk-management
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Copy private keys to Cloud Shell (optional)
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4) Using Admin Scripts Framework

- Start the Cloud Shell and copy your Private SSH Key to $HOME/.ssh/id_rsa

vi $HOME/.ssh/id_rsa

- Enter i / Paste private key / Enter :x to save the key

chmod 600 $HOME/.ssh/id_rsa

- Copy your Private API Key to $HOME/.oci/oci_api_key.pem

- Doc: https://docs.cloud.oracle.com/en-us/iaas/Content/API/Concepts/apisigningkey.htm

mkdir $HOME/.oci

vi $HOME/.oci/oci_api_key.pem

- Enter i / Paste private key / Enter :x to save the key

chmod 600 $HOME/.oci/oci_api_key.pem

https://docs.cloud.oracle.com/en-us/iaas/Content/API/Concepts/apisigningkey.htm


Initializing tools
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4) Using Admin Scripts Framework

- Follow these instructions:

https://gitlab.com/georg.voell/Multitier/-/blob/master/docs/setup.md

- Push the configuration to your instance:

setup-tools push

- Use your public ip (of your instance) when asked and select a Hostname (e.g. linux)

ssh linux

https://gitlab.com/georg.voell/Multitier/-/blob/master/docs/setup.md


Using Script „disk-management“ 
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4) Using Admin Scripts Framework

- Add Blockstorage to your Instance

- On your instance type

sudo /usr/local/bin/disk-management

- Create Directory on new disk, change filerights, create symbolic link to new storage e.g.

newstorage=`ls /mnt`
sudo mkdir /mnt/${newstorage}/data

sudo chown opc:opc /mnt/${newstorage}/data
sudo ln -s /mnt/${newstorage}/data /data

- Resize Blockstorage and try again


